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Today’s Learning Objectives

• Understand Blockchain principles & fundamentals 

• Understand challenges that exist with Cryptocurrency 

• Understand Cryptocurrency OpSec opportunities for clients

• How to purchase/sell/trade Cryptocurrencies

• How to navigate Schedule D

• Other CPA‐oriented considerations
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Blockchain
PRINCIPLES  AND  FUNDAMENTALS

What is Blockchain?
• Debuted in 2008 whitepaper entitled, Bitcoin: A Peer to Peer Electronic Cash 
System.

• Based on 5 Principles:

• Distributed Database

• Peer to Peer Transmission

• Transparency with Anonymity

• Permanent

• Computational Logic

• Combines two technologies that are decades old:

• Asymmetric Cryptography (1977)

• Distributed Systems (1969)
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Why is it called Blockchain?

Uses of Blockchain Technology

• Settlements / Payments

• Smart Contracts

• Decentralized Networks – (Internet, VPNs, etc.)

• Supply Chain Management

• Healthcare Records

• Voting

• Asset Trading (Currency, Equities, NFTs, etc.)
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Cryptocurrency
UNDERSTANDING   ITS  LIMITATIONS  AND  CHALLENGES

Top 10 Cryptocurrencies as of April 13, 2022

1. Bitcoin (BTC)

2. Ethereum (ETH)

3. Tether (USDT)

4. Binance Coin (BNB)

5. USD Coin (USDC)

6. XRP (XRP)

7. Solana (SOL)

8. Cardano (ADA)

9. Terra (LUNA)

10. Avalanche (AVAX)

Honorable mentions: 11. Dogecoin (DOGE); 15. Shiba Inu (SHIB); 21. Litecoin (LTC)
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Limitations / Challenges

• Complexity

• Network size

• Human errors

• Environment Impact

• Politics

• Theft / Fraud

• Lack of regulation

• Scalability / Time to process

Tax Specific Challenges
• IRS treatment as Property, not Currency

• Taxable events

• Tracking Cost Basis

• Non‐Fungible Tokens (NFTs)

• Minting versus Investing

• Business versus Hobby

• Reporting Cryptocurrency Losses

• Casualty Losses

• Theft Losses

• Investment Losses

Image from opensea; https://opensea.io/assets/0xbc4ca0eda7647a8ab7c2061c2e118a18a936f13d/3547
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Crypto Operations Security
OPPORTUNITIES  TO  PROTECT  YOUR  CLIENTS

FBI’s Internet Crime Report 2021

• Number of  complaints (34,202) were down ~ 1,000 compared to PY.

• Losses increased by ~ 7x  to $1.6 billion  (up from $246 million)

• Most notable risks –

• Cryptocurrency ATMs / QR Code Scams

• Cyprtocurrency Support Impersonators

• Romance Scams
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Image from FBI’s 2021 Internet Crime Report

Common Crypto Cybersecurity Threats

• DeanonymizationAttacks

• Attacks on wallets / exchanges 

• Others:

• Selfish Mining

• Double Spending

• 51% attack

• Crypto‐jacking
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Cryptocurrency Operations Security 

• Keep systems, network devices, web browsers, etc. patched and up‐to‐
date.

• Don’t re‐use passwords from other accounts.   Make them complex!

• Enable Multifactor Authentication everywhere!!

• Consider authenticator applications instead of via text or e‐mail. 

• Maintain email account(s) for crypto related activity, separate from personal 
/ business email accounts.  Don’t share or use these addresses publicly. 

• Don’t keep cryptocurrency all in the same wallet/exchange.

• Be careful what information you’re sharing through social media. 

Additional Cryptocurrency Media

• TRUST NO ONE – Netflix Documentary

• Darknet Diaries Podcast

• Episode 9: The Rise and Fall of Mt. Gox

• Episode 93: Kik

• Episode 112: Dirty Coms

Images from: Darknet Diaries and Netflix
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Buy/Sell/Trade
MANAGING  CRYPTOCURRENCY

Centralized Exchanges (“Off Chain”)

• CoinBase

• Binance.US

• Crypto.com

• Kraken

• Gemini

• Many others
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Decentralized Exchanges (DEX) (“On Chain”)

• Uniswap

• PancakeSwap

• SushiSwap

• Many, many, 
many others

Crypto Wallets / Blockchain App Gateways

• MetaMask

• TrustWallet

• Coinbase Wallet

• Many, many, 
many others
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Blockchain Experiences
“DApps”, Games, Metaverses, etc.

• Decentraland

• Cryptokitties

• NFTs

• Many, many, 
many others

Schedule D
REPORTING  DIGITAL  ASSET  CAPITAL  GAINS  AND  LOSSES
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Solutions to Automate/Assist 
Capital Gain/Loss Calculations

• CoinTracker

• Legible

• TaxBit

Automatic creation of Schedule D and 
Form 8949 (detailed & condensed versions)
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Other Considerations
FOR  CPA  FIRMS  AND  CPA  PROFESSIONALS  

Other Cryptocurrency Considerations
• Primary CPA clients with crypto activity are Individuals and Nonprofits.

• Nonprofits

• Crypto donations are recognized as noncash contribution revenue at fair value.

• Donated crypto is reported on Schedule M – Noncash Contributions.

• Large donations may require acknowledging receipt of property by signing donor’s 
Form 8283 – Noncash Charitable Contributions.

• Sale of donated crypto may require filing Form 8282 – Donee Information Return.

• Written acknowledgement should reference the digital assets received, without 
assigning fiat currency value (e.g. “Thanks for your donation of XX Bitcoin (BTC).”)

• Organizations can receive crypto through services like The Giving Block, which 
accepts donations via the Gemini exchange then immediately liquidates to cash and 
transfers to the organization.

• Policies to update: Gift acceptance policy and Investing policy.
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Discussion
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